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Abstract— This paper studies the problem of private network
coding, where a server aims to establish simultaneous private
communications with multiple clients. We propose a control-
theoretic approach to private (linear) network coding. We
develop a server coding scheme ensuring privacy of information
and maximum communication throughput without dedicated
privacy mechanisms, such as data encryption, randomization
and secret keys. Our coding scheme relies on the knowledge of
the communication network. For our setup, we derive graph-
theoretic and algebraic conditions for the existence of private
coding schemes. Finally, we characterize the complexity of our
private coding scheme and we discuss an illustrative example.

I. INTRODUCTION

Network coding enables efficient transmission of data over
networks. In contrast with classic communication networks
where nodes reroute incoming packets, in network coding
nodes transmit a weighted combination of their incoming
packets [1], [2]. While improving communication efficiency
[3], [4], [5], [6], network coding is inherently not secure
against misbehaving nodes polluting or replaying packets
[7] – due to mixing of information, corrupted packets may
contaminate the information received by a destination – and
it does not guarantee privacy of the transmitted data – with
knowledge of a decoding key, a wiretapper may decode
messages destined to legitimate clients [8].

In this work we study the problem of private network cod-
ing, where a server aims to establish private communications
over a public network. We model the communication network
as a directed graph, and we let the server (clients) inject
(receive) packets at specific network nodes. By leveraging
the formalism of network coding, linear iteration over finite
fields [3], [9], and control-theoretic techniques [10], we de-
velop a transmission strategy for the server to communicate
arbitrary messages to a client, while preventing other clients
from decoding the transmitted data. Our method assumes
the knowledge of the communication network, yet it does
not rely on dedicated privacy mechanisms, such as data
encryption, randomization and private keys.
Related work Security and privacy of distributed systems
and communication networks have been extensively studied
in the last decades. An early work concerned with secure
communication is due to Shannon [11], where the author
proposes the use of a secret key shared through a secure com-
munication channel to prevent a wiretapper from decoding
the transmitted message. This strategy is further developed
in the secret sharing model proposed in [12], [13] and more
recently in [8], [14], to name a few. With respect to these
works, our method does not rely upon randomization in
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the coding, nor on the presence of secret communication
channels or secret keys. Instead, our code ensures privacy
of information by exploiting the structure and dynamic
behavior of the communication network. Secure network
coding without secret keys has been recently investigated
in [15], where it is shown that a secure network code can
be designed for a given network if the cardinality of the
alphabet is sufficiently large. Our method is fundamentally
different, as it relies on a specific transmission scheme, which
we design, and it assumes the coding mechanism to be given.

Cryptographic approaches to detect and correct corrupted
packets are presented in [16], [17], [18]. These approaches
rely on augmenting the network coded packets with ad-
ditional verification information. This allows intermediate
nodes to verify the validity of coded packets and filter out
polluted packets at the expenses of a high computational
overhead. Information theoretic approaches tolerate polluted
packets by encoding enough redundant information to allow
the receiver to recover native messages [19], [20]. With
these approaches, the maximum transmission throughput
is usually not achieved due to the presence of redundant
information. Instead, our code does not transmit redundant
information, achieves maximum throughput, and requires
minimal computations from the server and the receivers.

Networks with adversaries have been considered in dif-
ferent scenarios and with various adversarial models. The
resilience against Byzantine adversaries is characterized in
[21], [22] for networks transmitting binary messages, and
in [23], [24] for consensus networks over the field of real
numbers. The problem of correcting adversarial errors is
considered for instance in [25], [26]. These works constitute
a complementary line of research: our transmission method
does not correct the errors introduced by adversaries and, in-
stead, it exploits the network dynamics to prevent adversaries
from eavesdropping the message directed to the clients.
Paper contributions The main contribution of this work
is the design of a communication protocol for private
network coding, where a server aims to establish private
communication channels with multiple clients. The proposed
communication protocol achieves maximum communication
throughput, ensures privacy of information without relying
on dedicated privacy mechanisms, and is computationally
efficient. Our analysis combines the formalism of linear net-
work coding and finite-field iterations with control-theoretic
notions. Based on our framework, we derive graph-theoretic
and algebraic conditions on the communication network for
the applicability of our private communication protocol, and
we thoroughly characterize its performance.
Paper organization The remainder of the paper is organized
as follows. In Section II we present the problem setup
and some preliminary results. Section III contains our main
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results, including the design of a private network code and
its applicability conditions. Finally, Section IV contains an
illustrative example, and Section V concludes the paper.

II. PROBLEM SETUP AND PRELIMINARY CONCEPTS

In this section we present our network and communication
models, which are applicable to both wired and wireless
scenarios. We model a network as a directed graph G =
(V, E), where V = {1, . . . , n} and E ⊆ V × V denote the
set of nodes and edges, respectively. Each directed edge
(i, j) ∈ E corresponds to a communication channel from
node j to node i. We assume the presence of at most
one communication channel between any two nodes, and
we let each communication channel have unit capacity and
transmission delay (only one symbol can be transmitted on
a channel at each time, and each symbol is delivered with
unit time delay). We denote the sets of out-neighbors and
in-neighbors of node i with N out

i = {j : (j, i) ∈ E , j ∈ V}
and N in

i = {j : (i, j) ∈ E , j ∈ V}, respectively.
Following the paradigm of linear network coding [3],

we allow each node to transmit linear combinations of its
incoming packets. In particular, let aij ∈ Fp be the weight
associated with the edge (i, j), and let xi(t) ∈ Fp be the state
of node i at time t.1 At each time t, each node i performs
the following operations in order:

(i) transmit the state xi(t) to its out-neighbors N out
i ,

(ii) receive the state xj(t) from its in-neighbors N in
i ,

(iii) update its state to the value
∑
j∈N in aijxj(t).

We assume all operations to be performed in the field Fp with
addition and multiplication defined as in modular arithmetic,
that is, by performing the operation in the set of integers Z,
dividing by p, and taking the remainder. Let x : N≥0 → Fnp
be the map describing the state of the nodes over time, where
x(t) is the vector of the states at time t. The evolution of
the states is described by the linear iteration over Fp

x(t+ 1) = Ax(t),

where aij = 0 whenever (i, j) 6∈ E , and A = [aij ].
In this work we the problem of private network coding,

where the server aims to establish a private communication
with some clients. We let the network behave as a transmis-
sion media, in which packets are injected by the server at
some nodes, and received by the clients at different nodes.
To be specific, let U ⊆ {1, . . . , n}, with m = |U|, be the
set of nodes where the server injects its packets, and let
Yi ∈ {1, . . . , n} be the node observed by the i-th client and
let q ∈ N denote the number of clients. Let B (resp. CT

i ) be
the submatrix of In with columns indexed by U (resp. Yi),
where In is the n-dimensional identity matrix. The recursive
relation between the packets received by the i-th client and
the packets transmitted by the server reads as

x(t+ 1) = Ax(t) +Bu(t),

yi(t) = Cix(t),
(1)

where u : N≥0 → Fmp denotes the sequence of packets
transmitted by the server, yi : N≥0 → Fp denotes the

1The field Fp, with p a prime number, consists of the integers {0, . . . , p−
1}, with addition and multiplication defined as in modular arithmetic [27].

0 0 0

0 1 1 0 0 11 1 0

1 1 1

0 1 0 1 0 01 0 1

Fig. 1. This figure shows the transition graph associated with the network
in Example 1 over the field F2. Notice that the transition graph has pn

vertices, and that each vertex has unit out-degree. See [29] for a study of
the consensus properties of networks over finite fields.

sequence of packets received by the i-th client, and where
we assume x(0) = 0. Let

C = [CT
1 . . . CT

q ]
T and y = [yT1 . . . yTq ]

T.

We say that the i-th communication channel is private if the
server is able to transmit, possibly with delay, an arbitrary
message to the i-th client while preventing other clients from
decoding any part of the message.

Lemma II.1 (Private communication channel) For the net-
work model (1), the i-th communication channel is private
if and only if for every message s : {0, . . . , T} → Fp there
exists a sequence u : N≥0 → Fmp satisfying

yi(t) = 0, for t 6∈ {δ, . . . , δ + T},
yi(t) = s(t− δ), for t ∈ {δ, . . . , δ + T},
yj(t) = 0, for t ∈ {0, 1, . . . },

(2)

for some delay δ ∈ N and for all clients j 6= i.

Proof: From the first two equations, the i-th client
receives the message s. Moreover, since yj is identically
zero, the j-th client cannot reconstruct the input sequence
u injected by the server, and hence the sequence yi. On the
other hand, if yj is not identically zero, then the j-th client
may exploit the network dynamics to reconstruct some parts
of the message yi received by the i-th client.

Remark 1 (Non-interacting control) Our approach is in-
spired and motivated by the classic problem of non-
interacting control [10]. With respect to the classic setup,
our results are specialized to systems evolving on finite
fields rather than the field of real numbers. As discussed for
instance in [28], control-theoretic properties and techniques
for real-valued systems may not extend to systems over finite
fields, and their validity needs to be proven. �

III. PRIVATE NETWORK CODING

In this section we design a transmission scheme for a
server to communicate privately with clients without using
private keys. For convenience of analysis we define the
transition graph associated with the network (1) as Gt =
(Vt, Et), where Vt = {v : v ∈ Fnp } and (vi, vj) ∈ Et
if and only if vi = Avj . The transition graph contains pn

vertices, and each vertex has unit out-degree. Moreover, it
can be shown that the transition graph is composed of disjoint
weakly-connected subgraphs, that each subgraph contains
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Fig. 2. This figure shows the forced graph associated with the network
in Example 1 (solid black). The subgraph G1f is also reported (dashed red).
The first communication channel is private; see Theorem III.1.

exactly one cycle, possibly of unit length, and that each
disjoint subgraph contains a globally reachable node [30],
[29]. An example of transition graph is reported in Fig. 1.
We additionally define the forced graph associated with the
network (1) as Gf = (Vf, Ef), where Vf = {v : v ∈ Fnp } and
(vi, vj) ∈ Et if and only if vi = Avj+Bu for some u ∈ Fmp .
Notice that the transition graph is a subgraph of the forced
graph, that the forced graph has pn vertices, and that each
vertex of the forced graph has out-degree equal to pm. An
example of forced graph is reported in Fig. 2. Finally, we
define the sets of observable states as

Oi = {v : Civ 6= 0, v ∈ Fnp } for i ∈ {1, . . . , q},

and the i-th set of unobservable states as

Ci = Vf \
⋃
j 6=i

Oj . (3)

Theorem III.1 (Graph conditions for private channel) Let
Gf be the forced graph of the network (1), and let Gif be the
subgraph of Gf with vertices Ci defined as in (3). The i-th
communication channel is private if and only if, for every
message s : {0, . . . , T} → Fp, there exists a path on Gif , say
p : {0, 1, . . . } → Vf, and δ ∈ N satisfying

Cip(t+ δ) = s(t), for t ∈ {0, . . . , T}
Cip(t) = 0, otherwise.

Proof: The statement follows from Lemma II.1 and the
fact that state trajectories of network (1) are in one-to-one
correspondence with paths on its associated forced graph.

Example 1 (Transition and forced graphs) Consider the
network (1) over the field F2 with matrices

A =

1 1 1
1 1 1
1 1 1

 , B =

1 0
0 0
0 1

 , CT
1 =

01
0

 , CT
2 =

00
1

 .
The transition graph associated with A is reported in Fig.
1, while the forced graph associated with A and B is in

Fig. 2. Notice that the transition graph is a subgraph of the
forced graph, and that the first communication channel is
private. In fact, let s : {0, . . . , T} → Fp be a sequence to be
transmitted to client 1, and consider a path satisfying

p(t+ δ) = (0, 0, 0) if s(t) = 0 and s(t+ 1) = 0,

p(t+ δ) = (1, 0, 0) if s(t) = 0 and s(t+ 1) = 1,

p(t+ δ) = (0, 1, 0) if s(t) = 1 and s(t+ 1) = 1,

p(t+ δ) = (1, 1, 0) if s(t) = 1 and s(t+ 1) = 0,

for some delay δ ∈ N. Notice that y1(t) = s(t) and y2(t) =
0, so that the first communication channel is private. �

Theorem III.1 provides a necessary and sufficient condi-
tion for the existence of private communications between
a server and its clients. Unfortunately, a verification of the
graph condition in Theorem III.1 may be prohibitive for
large networks, because the size of the forced graph grows
exponentially with the number of nodes in the network (the
forced graph contains pn vertices and pn+m edges; see Fig.
2). In what follows we derive algebraic conditions for private
communication channels based on the network matrices.

We start by defining the necessary notation. For the net-
work (1), an index N ∈ N, and a positive integer 0 < δ < N ,
let

LN =
[
AN−1B · · · AB B

]
,

TN =


0q×m 0q×m . . . 0q×m
CB 0q×m . . . 0q×m

CAB CB
. . . 0q×m

...
. . . . . .

...
CAN−2B . . . CB 0q×m

 ,

Di,N,δ =
[

0q · · · 0q︸ ︷︷ ︸
δ

ei 0q · · · 0q︸ ︷︷ ︸
N−δ−1

]T
,

YN =
[
yT(0) yT(1) · · · yT(N − 1)

]T
,

UN =
[
uT(0) uT(1) · · · uT(N − 1)

]T
,

(4)

where 0q denotes the q-dimensional zero row vector, 0q×m
denotes the (q ×m)-dimensional zero matrix and ei is the
i-th row of the q-dimensional identity matrix. Observe that

YN = TNUN .

For k ∈ {1, . . . , N}, define the block-diagonal matrix

Hk = blk-diag(0m×m, . . . , 0m×m︸ ︷︷ ︸
k−1

, Im, 0m×m, . . . , 0m×m︸ ︷︷ ︸
N−k−1

),

where each diagonal submatrix is zero except for the k-th,
which is the m-dimensional identity matrix. Finally, let

UτN+T =
[

0m · · · 0m︸ ︷︷ ︸
τ

UT
N 0m · · · 0m︸ ︷︷ ︸

T−τ

]T
.

Theorem III.2 (Algebraic condition for private communi-
cation) For the network model (1), the i-th communication
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channel is private if and only if there exists δ ∈ N such that,
for every N > δ and for some vector UN ∈ FmNp ,

TNUN = Di,N,δ,

where TN and Di,N,δ are as in (4).

Proof: We start by showing the necessity of the
statement. Let s : {0} → Fp be the message to be transmitted
by the server to the i-th client. From Lemma II.1 the unit
length message s can be privately transmitted to the i-th
client only if there exists δ such that yi(δ) = s(0), yi(τ) = 0
for τ 6= δ, and yj(t) = 0 for all t ∈ N and clients j 6= i.
It follows from the definition of the matrices in (4) that the
message s can be privately transmitted to the i-th client only
if TNUN = Di,N,δ for some δ and for every N > δ.

Sufficiency of the statement follows from the linearity of
the network (1). Consider the message s : {0, . . . , T −1} →
Fp. Notice that the assumption TNUN = Di,N,δ implies that
the unit length message {1} is privately transmitted to the
i-th client, that is yi(δ) = 1, yi(τ) = 0 for τ 6= δ, and
yj(t) = 0 for all t ∈ N and clients j 6= i. Due to linearity
we have TN+TU

τ
N+T = Di,N+T,δ+τ for all τ < T , and

TN+T

T−1∑
τ=0

UτN+T s(τ) =

T−1∑
τ=0

Di,N+T,δ+τ s(τ),

so that s is privately transmitted to the i-th client.
In Theorem III.2 we state a necessary and sufficient

algebraic condition for private communication. Note that the
server input u may be nonzero at all times in the transmission
interval, independently of the length of the message. In
fact, when N grows, the transmission of a finite-length
message may require an arbitrarily long input sequence. In
the next Theorem we provide a condition to ensure that every
finite-length message is transmitted with a finite-length input
sequence, and we specify the server transmission code.

Theorem III.3 (Private communication with finite trans-
mission) Consider the network (1) with x(0) = 0. The i-th
communication channel is private if there exist N ∈ N and
0 < δ < N satisfying

TNUN = Di,N,δ, and (5a)

LNUN = 0, (5b)

where TN , Di,N,δ , and LN are as in (4), and UN ∈ FmNp .
Moreover, let s : {0, . . . , T} → Fp be the message to be

transmitted to the i-th client, and let u : N≥0 → Fmp be the
sequence of packets transmitted by the server, where

u(t) =

N−1∑
τ=0

Hτ+1UN w(t− τ), (6)

with w(t) = s(t) for t ∈ {0, . . . , T}, and w(t) = 0 other-
wise. Then, the sequence u achieves private communication
of the message s, that is,

yi(t) = 0, for t 6∈ {δ, . . . , δ + T},
yi(t) = s(t− δ), for t ∈ {δ, . . . , δ + T},
yj(t) = 0, for t ∈ {0, 1, . . . }.

Proof: We prove the theorem by showing that the
sequence (6) achieves private communication of the message
s. Note that the first elements of the sequence u read as
u(0) = H1UNs(0), u(1) = H1UNs(1) + H2UNs(0), and
u(2) = H1UNs(2)+H2UNs(1)+H3UNs(0). In particular,
the sequence u can be written as



u(0)
u(1)

...
u(N − 1)

...

...
u(N+T−1)


=



H1UN 0m · · · 0m

H2UN H1UN
. . .

...
... H2UN

. . . 0m

HNUN
...

. . . H1UN

0m HNUN
. . . H2UN

...
. . . . . .

...
0m · · · 0m HNUN




s(0)
s(1)

...
s(T )

,

with u(t) = 0 for all t ≥ N +T . The statement then follows
from (5) and by applying the superposition principle due to
the linearity of (1).

From Theorem III.3 the sequence (6) ensures the trans-
mission of a message to a client via private communication.
Hence, we call the sequence (6) private code. It should be
observed that condition (5b) is convenient for the imple-
mentation of a private code, as it ensures that the private
transmission of a finite-length message is achieved with a
finite-length transmission by the server.

Remark 2 (Properties of the private code (6)) Consider
the private code (6) for the transmission of the message s :
{0, . . . , T} → Fp. Let N and δ satisfy equations (5a) and
(5b). Observe that:

(i) the message is delivered with finite delay δ < N ,
(ii) the private code has finite complexity, since the server

transmits N + T packets,
(iii) no private key or encryption mechanism is needed to

ensure private communication,
(iv) the server is required to know the network structure,

and
(v) clients receive private messages without the use of any

decoding scheme. �

We conclude this section with the following result on the
possibility of establishing simultaneous private communica-
tions. We say that a network is private if private communi-
cations with all clients can be simultaneously established.

Theorem III.4 (Private network) The network (1) is private
if every communication channel is private, that is, if there
exist Ni ∈ N and 0 < δi < N satisfying

TNi
UNi

= Di,Ni,δi , and

LNi
UNi

= 0, for all i ∈ {1, . . . , q},

where TNi
, Di,Ni,δi , LNi

are as in (4), and UNi
∈ FmNi

p .
Moreover, let ui : N≥0 → Fmp be the private code

defined in (6) for the private transmission of the message
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Fig. 3. Butterfly communication network with one server and two clients.

si : {0, . . . , Ti} → Fp to the i-th client. Then, the private
code u : N≥0 → Fmp ,

u(t) =

q∑
i=1

ui(t),

achieves private communication of every message si.

Proof: Let yi(u, t) be the sequence received by the i-
th client when the server injects the sequence u. Since each
sequence ui : N≥0 → Fmp achieves private communication
of the message si : {0, . . . , Ti} → Fp to the i-th client, it
follows from Theorem III.3 that yi(uj , t) = 0 at all times.
Due to linearity of the network (1), we have yi(u, t) =
yi(ui, t) at all times. To conclude the proof notice that the
i-th client cannot determine whether the server transmits
the sequence u = ui or u = ui +

∑
j∈K uj , for any

K ⊆ {1, . . . , q} \ {i}. Hence, the i-th client cannot decode
any part of the message transmitted to the other clients.

From Theorem III.4, it is possible for the server to transmit
private messages at network capacity. In fact, under the
assumption of Theorem III.4 and after a finite delay, each
client receives a private packet at each communication round
(maximum communication rate). See Section IV for an
illustrative example.

IV. AN ILLUSTRATIVE EXAMPLE

In this section we demonstrate the effectiveness of the
private code (6) for private client-server communication.
Consider the network in Fig. 3 over the field F3. Following
our network model in Section II, the packets received by the
clients are determined by the iteration

x(t+ 1) = Ax(t) +Bu(t),

y1(t) = C1x(t),

y2(t) = C2x(t),

where x : N≥0 → F6
3 , u : N≥0 → F2

3 , yi : N≥0 → F3, with
i = 1, 2, and

A =


0 0 1 0 2 0
0 0 1 0 0 2
2 2 0 2 0 0
0 0 1 0 2 2
2 0 0 1 0 0
0 1 0 2 0 0

 , B =


1 0
0 1
0 0
0 0
0 0
0 0

 ,
C1 =

[
0 0 0 0 1 0

]
, C2 =

[
0 0 0 0 0 1

]
.

Notice that the server injects packets at the nodes 1 and 2,
and that the two clients receive packets from the nodes 5 and
6, respectively. Let N = 4 and δ = 2. It can be verified that

T4 =



0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 2 0 0 0 0 0
0 0 0 1 0 0 0 0


, D1,4,2 =



0
0
0
0
1
0
0
0


,

L4 =


0 0 0 2 0 0 1 0
0 0 2 1 0 0 0 1
1 2 0 0 2 2 0 0
0 0 0 1 0 0 0 0
0 2 0 0 2 0 0 0
2 0 0 0 0 1 0 0

 , D2,4,2 =



0
0
0
0
0
1
0
0


,

and that, with a convenient abuse of notation, the vectors

U1 =
[
2 0 0 0 0 2 0 0

]T
,

U2 =
[
0 1 0 0 2 0 0 0

]T
,

satisfy

T4U1 = D1,4,2, T4U2 = D2,4,2, and L4U1 = L4U2 = 0.

As discussed in Theorem III.3, there exist private codes for
the first and second communication channels. In particular,
let s1 : {0, . . . , 18} → F3 and s2 : {0, . . . , 18} → F3 be
the messages to be transmitted to the first and second client,
respectively. As in (6), define the private codes

u1(t) =

3∑
τ=0

Hτ+1U1w1(τ), and u2(t) =
3∑

τ=0

Hτ+1U2w2(τ),

where wi(t) = si(t) for t ∈ {0, . . . , 18} and wi(t) = 0
otherwise, with i ∈ {1, 2}. In Fig. 4 we show that the inputs
u1 and u2 allow private transmission of messages s1 and s2.
Finally, in Fig. 5 we show that the two private codes can be
combined to achieve private multicasting at maximum rate.

V. CONCLUSION AND FUTURE WORK

In this paper we propose a control-theoretic method for
private network coding, where a server establishes simulta-
neous communications with multiple clients, while ensuring
privacy of the transmitted data. Our method combines the
paradigm of linear network coding with established control-
theoretic techniques. We derive necessary and sufficient
conditions on the communication network for the existence
of private codes, and we discuss an illustrative example.

Our method assumes the server to know the structure of
the communication network. The design of private codes
requiring local network knowledge and capable of adapting
to network changes is the subject of ongoing research.
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Fig. 4. In this figure we show an example of private communication. In
Fig. 4(a) we report the sequence of packets injected by the server. Notice
that the server injects two packets at each time, represented as a black circle
and a red square. In Fig. 4(b) we report the packets received by the first
client (black circle) and by the second client (red square). All the packets
received by the second client are identically zero, whereas the first client
received the correct message. We conclude that the second client cannot
reconstruct the message sent by the server to the first client, and hence the
communication is private. The case in which the server establishes a private
connection with the second client is reported in Fig. 4(c) and Fig. 4(d).
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