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Abstract—In this paper, we focus on the problem of detecting
Dynamic Load Altering Attacks (D-LAAs) in power systems from
raw data of smart meters and without knowledge of the power
system dynamics. The detection of D-LAA solely based on the
smart meter readings is addressed in the frequency domain. We
show that a D-LAA is detectable through a frequency domain
analysis, and that the attack signature corresponds to the system
poles that are relocated by the D-LAA feedback. We provide
conditions on the time resolution of the smart meters to ensure
attack detection, and we highlight the potential for interference
from instrumentation and communication devices. For the case
when smart meter readings and frequency measurements are both
available, we show that a cross-correlation analysis allows to detect
D-LAA, and to distinguish between D-LLAAs and the effect of
benign frequency responsive loads. We conclude that depending
on the attack implementation and the type of data available,
both time-domain and frequency-domain detection analysis may
be needed to ensure accurate attack detection.

I. INTRODUCTION

Load Altering Attacks (LAAs) constitute an important class
of cyber-physical attacks against Demand Response (DR) and
Demand Side Management (DSM) programs [1]-[4]. LAAs
attempt to control and change a group of unsecured control-
lable loads to damage the grid through circuit overflow or
other mechanisms. There are different load types that could
be vulnerable to LAAs, e.g., remotely controllable loads [5],
loads that automatically respond to price or direct load control
command signals [6]-[9], and frequency-responsive loads [10].

So far, the focus in the LAA literature has been mainly
on Static Load Altering Attacks (S-LAAs), where the attacker
is concerned with changing the volume of certain vulnerable
loads, possibly in an abrupt fashion. However, if loads can be
controlled dynamically, then Dynamic Load Altering Attacks
(D-LAAs) are also possible [11], [12]. D-LAAs have the ability
to render the power system unstable by controlling certain loads
in a malicious way. In particular, D-LAAs are concerned with
not only the amount of change in the compromised load, but
also the trajectory over time of the load signal.

Unlike in the analysis of S-LAAs, where the focus is on
the steady-state behavior of power systems, the analysis of D-
LAAs is concerned with the dynamics and transient behavior
of power systems. D-LAAs are classified in terms of open-
loop versus closed-loop attacks, single-point versus coordinated
multi-point attacks, the type of feedback signal, and the type
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of attack strategy [12]. For example, in a closed-loop D-LAA
with grid frequency as feedback signal, the compromised load
may react to a frequency lag in the opposite way of frequency-
responsive loads under demand response problems, c.f. [13],
[14], in order to maximize system frequency fluctuations.

The problem of detecting attacks in cyber-physical systems
is a well-studied problem; see [15]. While most approaches use
model-based techniques, in this paper we focus on the problem
of detecting D-LAAs in power systems from raw data of smart
meters and without knowledge of the power system dynamics.
Smart meters are advanced measuring equipment that are used
to measure electrical energy consumption at much higher time-
resolutions than conventional meters [16]. They are also capable
of two-way communications with utility companies. Currently,
there are over 45 million smart meters installed in the U.S. that
generate more than one billion data points every day [17].

The contributions of this paper are summarized as follows:

e Data-driven attack detection problems: This paper intro-
duces the problem of detecting D-LAAs from measure-
ment data only, and without knowledge of the power sys-
tem dynamics. The data-driven D-LAA detection problem
is addressed for smart meters readings only, and for smart
meter readings together with frequency measurements. To
the best of our knowledge, no prior work has discussed
either of these attack detection problems.

e Frequency domain analysis of D-LAA: The detection of D-
LAA with smart meter readings only is addressed in the
frequency domain. We show that a D-LAA is detectable
through a frequency domain analysis, and that the attack
signature corresponds to the system poles that are relo-
cated by the D-LAA feedback. We provide conditions on
the time resolution of the smart meters to ensure attack
detection, and we highlight the potential interference from
instrumentation and communication devices.

o Time domain analysis of D-LAA: For the case when smart
meter readings and frequency measurements are both
available, we show that a cross-correlation analysis allows
to detect D-LAA, and to distinguish between D-LAAs and
the effect of benign frequency responsive loads.

Our results in this paper show that it is indeed possible to
detect D-LAAs via purely data-driven approaches. Moreover,
depending on the attack implementation and the type of data
available, both time-domain and frequency-domain detection
analysis may be needed to ensure accurate attack detection.
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Fig. 1. The IEEE 39 bus test system based on the 10-machine New-England
power network, where £ = {1,...,29} and G = {30,...,39}.

II. BACKGROUND
A. Dynamic Load Altering Attack in Power Systems

Consider a power system with N' = GUL as the set of buses,
where G and L are the sets of generator buses and load buses,
respectively. An example is shown in Fig. 1. By combining
the power flow equations with the swing equations at generator
buses, turbine-governor and load frequency controller equations
of generators, and the D-LAA proportional controller equations,
a linear state-space descriptor model of the power system under
D-LAA can be obtained as [11], [12]:
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where § is the vector of phase angles at all generator buses,
w is the vector of rotor angular frequency deviations at all
generator buses, 6 is the vector of phase angles at all load
buses, and ¢ is the vector of frequency deviations at all load
buses, [ is the identity matrix, HGG, HGL HLG and HLE
are the sub-matrices of the imaginary part of power system
admittance matrix, M, D%, and D% are diagonal matrices with
diagonal entries equal to the inertia, damping coefficients of the
generators, and damping coefficients of the loads, respectively.
Similarly, K’ and K* are diagonal matrices with diagonal
entries equal to the integral and proportional controller coef-
ficients of the generators at all generator buses. Finally, K¢
and K©F are the attack controller gain matrices, and P is the
vector of power consumption at all load buses.

Consider a single-point closed-loop D-LAA that uses fre-
quency measurements at the sensor bus s € N and accordingly
alters the load P~ at the victim bus v € £. From [12], if s € G,
then the compromised load is modeled as

PL = _KLGy,. )

vSs

TABLE 1
POWER CONSUMPTION AT LOAD BUSES IN PER UNIT.

Bus | PL [ Bus | PL [ Bus | PL [ Bus | PL [ Bus | PL
1 4 7 6.3 13 4 19 B 25 6.2
2 4 8 9.2 14 4 20 10.3 26 54
3 7.2 9 4 15 7.2 21 6.7 27 6.8
4 9 10 4 16 A 22 4 28 6.1
5 4 11 4 17 4 23 C 29 10.8
6 5 12 4 18 5.6 24 7 - -

Otherwise, if s € £, then the compromised load reads as
PE = Kb, 3)

Note that, KX¢ > 0 and KXF > 0 are the attack controller’s
gains. See [11], [12] for more details about D-LAAs.

From a system-theoretic perspective, the attack gain matrices
K'G and K'F modify the poles of system (1). In fact, if
the attack matrices are selected properly, then the attack can
force the system poles to the right half-plane, rendering the
power system unstable. Loosely speaking, a D-LAA can fight
back the turbine-governor and load-frequency controllers of the
generators and push the frequency of certain buses away from
their nominal values. If the frequency deviation goes beyond a
certain threshold, protection relays will be activated.

B. Smart Meter Data and a Case Study

The focus in this paper is on data-driven D-LAA detection. In
this regard, we use the experimental data in [18], which includes
the smart meter data of three different homes (A, B, and C)
in Western Massachusetts; see Fig. 2. The time-resolution for
all smart meters is one second. All three homes have typical
household appliances such as refrigerator, washing machine,
etc. Home A is further instrumented with appliance-level sub-
meters that monitor the loads for all appliances separately. For
example, about 30 of 35 wall switches have been replaced
with units that transmit on-off-dim events for the switches to
a gateway server at about every 2.5 seconds (on average) by
using Power Line Communication (PLC) data transmissions.

To utilize the above smart meter data in a study on D-LAA
detection, we integrated them into the 39-bus IEEE test system
in Fig. 1. The parameters of the transmission lines and the
inertia and damping coefficients of generators are as in [19].
The generator controller parameters are chosen as Ki = 100,
KF = KF =45, KF = 10, KP = KE, = 50, Kf = KT =
40, K = 30, K = 20, and K¥ = ... = K{, = 60. The
damping coefficient for each fixed dynamic load is 10. Note
that, the generator controller parameters are set so as to keep
the system stable during normal operations and in the absence
of attacks. The simulations in this paper are done in MATLAB.

The system is initiated to run with constant P for all load
buses as in Table I. The load on buses 16, 19, and 23 change
according to the smart meter data in Fig. 2. We assume that
there are 10,000 homes at bus 16 whose load profile equals that
of Home A, 30,000 homes at bus 19 whose load profile equals
that of Home B, and 20,000 homes at bus 23 whose load profile
equals that of Home C. A closed-loop D-LAA with KL = 43
is attempted at bus 19 which is both victim and sensor bus.
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Fig. 3. The measurements corresponding to the case study in Section II-B:
a) load signal for a home at bus 19, b) load signal for a home at bus 23, ¢)
frequency signal a home at bus 19, d) frequency signal for a home at bus 23.

There is a frequency-responsive load with gain —2 at bus 23.
Fig. 3 shows load and frequency at buses 19 and 23 for two
hours on day 12. The D-LAA at bus 19 and the frequency-
responsive load at bus 23 are activated at ¢ = 16.6 min.

III. DETECTION SOLELY BASED ON LOAD SIGNAL

In this section we characterize the possibility of detecting
D-LAAs through the knowledge of the load data only.

A. Frequency Domain Analysis

Consider the typical smart meter data in Fig. 2. Notice that
the load signal has major fluctuations during the day. Suppose
that a portion of the load at a victim bus is compromised, e.g., in
form of the load in Fig. 3(a). If the volume of the compromised
load is high, then it can be detected by looking at the smart
meter data in time domain, because the frequency-responsive
behavior of the compromised load under D-LAA in this case
significantly changes the shape of the total metered load. Such
detection can be done automatically, e.g., by using appropriate
pattern recognition algorithms, c.f. [20]. However, if the volume

Smart meter data at second-by-second resolution over 20 days from May 1, 2012 to May 20, 2012: a) Home A, b) Home B, ¢) Home C.

of the compromised load under D-LAA is low, then the attack
may be difficult to detect through time-domain analysis, and a
frequency-domain analysis may be preferable.

We first take the Fast Fourier Transform (FFT) [21] of the
original load signals of Fig. 2, i.e., the second-by-second load
profile in the absence of D-LAAs. Fig. 4 shows the results. The
DC portion of the signal is omitted before applying the FFT
algorithm. We can see that, except for some noticeable non-zero
coefficients around 0.47 Hz for Home A, the FFT coefficients
are negligible at frequencies above 0.05 Hz. Note that, for the
non-zero coefficients around 0.47 Hz, they do not represent
any residential load. Instead, they are created due to extensive
instrumentation of Home A and the fact that about 30 wall
switches make PLC-based transmissions of the submeter data
to a gateway once roughly every 2.5 seconds, see Section II-B
and Remark 3. From Fig. 2, the FFT of a typical residential load
signal has non-zero coefficients only at very low frequencies.

Remark 1: The spectrum analysis of the smart meter data
in this paper is very different from the well-studied analysis
of harmonics for nonlinear loads in power systems and power
electronics, c.f., [22], [23]. Let p(t) denote the instantaneous
power draw for a load. Note that, p(¢) is a continuous-time
signal. In order to analyze the harmonics for nonlinear loads,
one would take the following continuous Fourier transform:

Fe{p(t)}- )

Now, consider a smart meter that reports the average power
usage every 1" seconds. The k" meter reading is calculated as

1 kT
T p
T /t_(kl)T

In this paper, for the purpose of dynamic load altering attack
detection, we take the following discrete Fourier transform:

Fo {plk]}. (6)

Thus, our spectral analysis is focused on much lower frequen-
cies than in a typical harmonics analysis of nonlinear loads.

(t)dt. (5)

Next, consider the two-hour zoomed-in time frame in Fig.
2(b). The frequency spectrum for the load signal of each home
at bus 19 without and with attack is shown in Figs. 5(a) and (b),
respectively. We see that the presence of D-LAA has created a
new signature to the frequency spectrum at about 0.26 Hz; see
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Fig. 4. The spectral analysis of the residential load signals in Fig. 2 over the entire 20 days period using (5) and (6): a) Home A, b) Home B, c¢) Home C.

Remark 2. This new signature is away from the load signatures.
Hence, it can be used to detect the attack; see Section III-B.
The magnitude of attack signature depends on factors such as
amount and location of the compromised load.

Remark 2: The D-LAA has moved a pair of system poles
from —0.55 4+2.017 to —0.0095 4= 1.644. Since the real part of
these poles has increased, the poles are now much closer to the
imaginary axis, making the system (almost) only marginally
stable. The new poles induce slowly decaying oscillations with
larger magnitudes compared to other oscillations in the system,
creating a noticeable attack signature in frequency domain. As
for the imaginary part of relocated poles, it highly affects
the frequency at which we should see the attack frequency
signature. Specifically, the attack signature in Fig. 5(b) has
appeared at the natural frequency of the relocated poles [24]:

Wy = /—0.00952 + 1.642 = 1.64. (7)

Note that, f, = w,/(27) = 0.26 Hz, which equals the central
frequency of the attack signature in Fig. 5(b).

The above remark may also give some basic hints on how
an attacker may conduct an optimal pole placement - subject
to the available load vulnerabilities - in order to maximize the
attack impact on the power grid while minimizing the chance
of being detected through frequency-domain analysis.

Remark 3: Besides the main attack signature at 0.26 Hz,
the attack has also created a small signature at 0.47 Hz in
Fig. 5(b). Interestingly, this signature is indirectly related to
the instrumentation signature that we previously identified for
the load at bus 16. Note that, since the grid is an interconnected
system, the dynamics of loads/genertors at any bus may have
impact on the frequency at another bus. Accordingly, since
the instrumentation signature at 0.47 Hz at bus 19 has some
impact on the frequency fluctuations at bus 19, and also because
the compromised loads at bus 19 respond to the frequency
fluctuations at bus 19, the instrumentation signature at bus 16
has now appeared, although with attenuations, at bus 19. This
suggests that the communications activities of instrumentation
devices can potentially interfere with attack detection. However,
such interference is likely negligible in practice, as the power
usage of instrumentation is low compared to the load of a home.

One may ask: is it possible to see the attack signature if the
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Fig. 5. Spectral analysis of the original and compromised load signals of each
home at bus 19 over a two-hour period: a) original, b) compromised.

meter data is minute-by-minute instead of second-by-second?
The answer is ‘no’, as it is explained in the next remark.

Remark 4: Based on the Nyquist-Shannon sampling theo-
rem [25], the sampling frequency must be twice the highest
frequency of the signal in order to avoid aliasing in the signal
spectrum. Of course, the integral nature of energy metering
operation in (5) is different from standard sampling. Never-
theless, the above theorem may still provide a good practical
approximation for the minimum required time resolution of
smart meters. Loosely speaking, for the attack signature to be
observable in a frequency-domain analysis, it is required that

1 s
T<—=— 8
S T ®)
where 7' is the smart meter pulse interval; see (5). For example,
to detect the attack signature in Fig. 5(b), the reading interval

of the smart meter needs to be roughly two seconds or less.

B. Real-time Detection in Frequency Domain

In the previous section, we studied the detectability of D-
LAA via spectral analysis. In order to detect an attack in a
prompt and efficient manner, in this section we employ the
Windowed FFT (W-FFT) method [23]. The performance of W-
FFT is affected by the choices of three parameters: window
size, sampling rate, and detection threshold. The window size
indicates the length of time series signal in each FFT window.
The sampling rate indicates the time between two consecutive
FFT window samples. The detection threshold indicates the
smallest magnitude for the FFT or W-FFT coefficients around
the natural frequency of a relocated system pole that triggers
the detection of an attack frequency signature.
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Fig. 7. The W-FFT coefficient of a frequency-responsive load at attack freq-
uency 0.26 Hz versus the W-FFT sliding windows for each home at bus 23.

Suppose we set the sampling rate to 100 sec, window size
to 200 sec, and detection threshold to 0.001. To assess the
efficiency of W-FFT in detecting D-LAAs, we calculate the
W-FFT coefficient at attack frequency 0.26 Hz for each sliding
window. The results are shown in Fig. 6. We can see that
the W-FFT coefficient at attack frequency 0.26 Hz exceeds
the detection threshold right after the attack is launched. This
allows an immediate detection of the attack. However, there are
also certain windows, e.g., windows number 21 and 22, where
the W-FFT coefficient is below the detection threshold.

Finally, we must also point out a key limitation of detecting
D-LAA solely based on load signals. Consider the W-FFT
coefficients for a benign frequency-responsive load of a home
at bus 23 in Fig. 7. We can see that there are still quite a few
W-FFT coefficients that exceed the detection threshold, even
though a frequency-responsive load is helping the grid.

Remark 5: The frequency-domain analysis in this section
is effective in detecting load activities around the natural
frequencies of the system poles. However, it cannot distinguish
between a compromised load (with adverse activity) and a
frequency-responsive load (with benign activity), because such
distinction is not possible by solely looking at the load signal
and without considering frequency measurements.

IV. DETECTION BASED ON BOTH LOAD
AND FREQUENCY SIGNALS

In this section, we examine the possibility of detecting D-
LAAs when there is access to both load and frequency signals.
We show that the additional information that is provided by the
frequency signal can particularly help in distinguishing between
a D-LAA and a frequency-responsive load.

The analysis in this section is in time-domain; and Cross-
Correlation (CC) is the main mathematical tool [26]. Since we
are interested in detecting D-LAAs in real-time, we use the
Windowed Cross-Correlation (W-CC) method. Analogously to
Section III-B, three parameters of sampling rate, window size,
and detection threshold can affect the analysis performance.

Suppose we set the sampling rate to 100 sec, window size
to 200 sec, and detection threshold to 0.05. The results for the
W-CC analysis of the load and frequency signals are shown in
Figs. 8 and 9. For each W-CC sliding window, only the zero-
lag cross-correlation coefficient is shown. Unlike in Figs. 6 and
7, where compromised loads and frequency-responsive loads
create similar coefficients, here, one can easily distinguish D-
LAAs from frequency-responsive loads. Specifically, the zero-
lag coefficients are negative for a compromised load under D-
LAA and positive for a frequency-response load.

Recall from Remark 4 that the frequency-domain analysis in
Section III-A requires the reading interval of the smart meter to
be two seconds or less. Next, we examine the impact of smart
meter time-resolution on detecting the correlations between the
load and frequency signals. The results are shown in Fig. 10
for the zero-lag W-CC coefficient between a compromised load
signal and the frequency signal of a home at bus 19. We can
see that the magnitude of the correlation coefficients attenuate
quickly as we lower the smart meter time-resolution.

Remark 6: 1t appears that the need for high resolution smart
meters does not depend on the method of detection, whether it
is in time or frequency domain. This is an important observation
because in practice most smart meters do not support high
resolution readings. In fact, the need for such frequent meter
readings has not been raised yet. In this regard, the problem of
detecting D-LAAs in this paper appears to be one of the first
smart meter data applications that can justify second-by-second
or higher time-resolutions for smart meters.

Remark 7: For the analysis in this section, it was implicitly
assumed that the D-LAA sensor bus is the same as the D-
LAA victim bus, i.e., v = s. In other words, the feedback
on system frequency is measured at the same bus that the
potential compromised load is located. However, in general,
the sensor bus and the victim bus may not be the same in
a D-LAA, see [11], [12]. Accordingly, if the location of the
sensor bus is unknown, selecting the right frequency signal to
be used as the base for cross-correlation analysis could be
challenging. Another challenge in this case is to select the
detection threshold for the CC and W-CC algorithms for each
specific sensor bus location, even if such location is known.

The challenges highlighted in Remark 7 suggest that, even if
the frequency signals are available, one may not rely only on a
time-domain cross-correlation analysis. It is more desirable if a
frequency-domain analysis of the load signal is combined with
a time-domain analysis of the load and frequency signals. In
fact, in addition to the concerns in Remark 7, since the perfor-
mance of both the frequency-domain and time-domain detection
methods are highly sensitive to the choices of parameters such
as the detection threshold, a proper combination of the two
methods may lead to a more accurate and robust detection.
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V. CONCLUSIONS

This paper, for the first time, addresses the problem of
detecting D-LAAs in power systems from raw data of smart
meters and without knowledge of the power system dynamics.
Two scenarios are addressed: detecting D-LAAs solely based
on load signal using a frequency domain analysis and detecting
D-LAAs based on both load and frequency signals using a
time domain analysis. Several detailed remarks are made in
each case to gain analytical and practical insights. It is shown
that depending on the type of attack and available data, both
time-domain and frequency-domain detection analysis could be
needed in order to ensure accurate attack detection.

This paper can be extended in several directions. First, the
sampling rates, window sizes, and detection thresholds can be
selected in an optimal or adaptive fashion. Second, the analysis
can be extended to detect coordinated multi-point D-LAAs, c.f.
[12]. Experimental load signals from other load sectors, such as
commercial and industrial, or at other aggregation levels, such
as feeder and substation, may also be analyzed.
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