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Centralized Versus Decentralized Detection of Attacks in Stochastic
Interconnected Systems

Rajasekhar Anguluri

Abstract—We consider a security problem for interconnected
systems with linear, discrete, time-invariant, stochastic dynamics,
where the objective is to detect exogenous attacks by processing
measurements at different locations. We consider centralized and
decentralized detectors, which differ primarily in their knowledge
of the system model. In particular, a decentralized detector has
a model of the dynamics of the isolated subsystems, but is un-
aware of the interconnection signals that are exchanged among
subsystems. Instead, a centralized detector has a model of the
entire dynamical system. We characterize the performance of the
two detectors and show that, depending on the system and attack
parameters, each of the detectors can outperform the other. Hence,
it may be possible for the decentralized detector to outperform its
centralized counterpart, despite having less information about the
system dynamics, and this property is due to the nature of the con-
sidered attack detection problem (that is, a simple vs. composite
hypothesis testing problem). Finally, we numerically validate our
findings on a power system model.

Index Terms—Attack detection, composite hypothesis testing,
generalized likelihood ratio test, interconnected systems.

|. INTRODUCTION

Cyber-physical systems are becoming increasingly more complex
and interconnected. In fact, different cyber-physical systems typically
operate in a connected environment, where the performance of each
system is greatly affected by neighboring units. An example is the smart
grid, which arises from the interconnection of smaller power systems
at different geographical locations, and whose performance depends
on other critical infrastructures, including the transportation network
and the water system. Given the interconnected nature of large cyber-
physical systems, and the fact that each subsystem usually has only
partial knowledge or measurements of other interconnected units, the
security question arises as to whether sophisticated attackers can hide
their action to the individual subsystems while inducing system-wide
critical perturbations.

In this article, we investigate whether, and to what extent, coordina-
tion among different subsystems and knowledge of the global system
dynamics are necessary to detect attacks in interconnected systems. In
fact, while existing approaches for the detection of faults and attacks
typically rely on centralized detectors [1], [2], the use of local detectors
would not only be computationally convenient, but also prevent the
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subsystems from disclosing private information about their plants. As
a counterintuitive result, we will show that local and decentralized
detectors can, in some cases, outperform a centralized detector, thus
supporting the development of distributed and localized tools for the
security of cyber-physical systems.

Related Work: Centralized attack detectors have been the subject of
extensive research in the recent years [3]-[7], where the detector has
complete knowledge of the system dynamics and all measurements.
Furthermore, these studies use techniques from various disciplines,
including game theory, information theory, fault detection, and signal
processing, and have a wide variety of applications [2]. Instead, decen-
tralized attack detectors, where each local detector decides on attacks
based on partial information and measurements about the system, and
local detectors cooperate to improve their detection capabilities, have
received only limited and recent attention [8]—[10].

Decentralized detection schemes have also been studied for fault
detection and isolation (FDI). In such schemes, multiple local detectors
make inferences about either the global or local process, and transmit
their local decisions to a central entity, which uses appropriate fusion
rules to make the global decision [11]-[14]. Methods to improve the
detection performance by exchanging information among the local
detectors have also been proposed [15], [16]. These decentralized
algorithms are typically complex [1], their effectiveness in detecting
unknown and unmeasurable attacks is difficult to characterize, and
their performance is believed to be inferior when compared to their
centralized counterparts. To the best of our knowledge, a rigorous
comparison of centralized and decentralized attack detection schemes
is still lacking, which prevents us from assessing whether decentralized
and distributed schemes should be employed for attack detection and
identification.

Main Contributions: This article' features two main contributions.
First, we propose particular centralized and decentralized schemes to
detect unknown and unmeasurable actuator attacks in stochastic inter-
connected systems (Section III). Our detection schemes are based on
the statistical decision theoretic framework that falls under the category
of simple versus composite hypotheses testing. We characterize the
probability of false alarm and the probability of detection for both
detectors, as a function of the system and attack parameters. Second, we
compare the performance of the considered centralized and decentral-
ized detectors, and show that each detector can outperform the other for
certain system and attack configurations (Section IV). We discuss that
this phenomenon is inherent with the simple versus composite nature
of the considered attack detection problem, and provide numerical
examples of this behavior. Finally, we validate our theoretical findings
on the IEEE RTS-96 power system model.

'In a preliminary version of this article [26], we used asymptotic approxima-
tions to compare the detectors’ performance. Instead, in this article, we provide
stronger, tight, and nonasymptotic results without using any approximation. In
addition, this article includes an illustration of the results on a power grid.
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Mathematical Notation: The following notation will be adopted
throughout the article. Let X1, ..., Xy be arbitrary sets, then vazl X;
and ﬂfil X; denotes the union and intersection of the sets, respectively.
Trace(-), Rank(+), and Null(-) denote the trace, rank, and null space of
a matrix, respectively. () > 0 () > 0) denotes that () is a positive def-
inite (positive semi definite) matrix. ® denotes the Kronecker product
for matrices. blkdiag(A;, ..., Ax) denotes the block diagonal matrix
with Ay, ..., Ay as diagonal entries. The identity matrix is denoted by
I (or Iy, to denote dimension explicitly). Pr[€] denotes the probability
of the event £. The mean and covariance of a random variable Y are
denoted by E[Y] and Cov[Y], respectively. If Y follows a Gaussian dis-
tribution, we denote itby Y ~ N (E[Y], Cov[Y]). Instead, if Y follows
a noncentral chi-squared distribution, we denote it by Y ~ x2(p, 1),
where p is the degrees-of-freedom and A is the noncentrality parameter.
For Y ~ x2(p, 1), Q(7;p, 1) denotes the complementary cumulative
distribution function (CDF) of Y, where 7 > 0.

Il. PROBLEM SETUP AND PRELIMINARY NOTIONS

We consider an interconnected system with [N subsystems, where
each subsystem obeys the discrete-time linear dynamics

yi(k) = Cizi(k) 4+ vi (k) (1

with ¢ € {1,..., N}. The vectors z; € R"¢ and y; € R" denote the
state and measurements of the ith subsystem, respectively. The pro-
cess noise w; (k) ~ N (0,%,,,) and the measurement noise v; (k) ~
N(0,%,,), with £,,, > 0 and ¥,, > 0, are independent stochastic
processes, and w; is assumed to be independent of v;, for all £ > 0.
Further, the noise vectors across different subsystems are assumed to
be independent at all times. The ith subsystem is coupled with the other
subsystems through the term B, u,;, which reads as

B; [Ail Ai,i—l Ai,i+1 AiN] , and

T
w=el o aly el o aR]
The input B;u; = Z;\;Z A;jx; represents the effect of all subsystems
on subsystem ¢. We refer to B; and u; as to the interconnection matrix
and interconnection signal, respectively.

We allow for the presence of attacks compromising the dynamics of
the subsystems, and model such attacks as exogenous unknown inputs.
In particular, the dynamics of the ith subsystem under the attack u$

with matrix B} read as
xl(k + 1) = A“$1(k) + B,ul(k) + Bfuf(k) + wl(k) (2)

where uf € R™i. Loosely speaking, the matrix B} identifies the states
compromised by the attacker in the ith subsystem, while u{ denotes the
ith attack strategy. In vector form, the dynamics of the interconnected
system under attack read as

z(k+1) = Az(k) + B u® (k) + w(k)
y(k) = Ca(k) +v(k) 3)

where = [z] -+ zN]€ER®, weR™, u* cR™, ycR", v e
R, =0 n;, m=,m, and r =SV ;. Moreover, as
the components of the vectors w and v are independent and Gaus-
sian, it holds w ~ N(0,%,,) and v ~ N (0, 3,), respectively, where
Y, = blkdiag(X.,, ..., X, ) and X, = blkdiag(Z,,,..., X, ).

s o

Further,

All AIN

ANt AnN
C = blkdiag(C1,...,Cx) and B* = blkdiag(BY{, ..., BY%).

We assume that each subsystem is equipped with a local detector,
which uses the local measurements and knowledge of the local dy-
namics to detect the presence of local attacks. In particular, the ith
local detector has access to the measurements y; in (1), and knows
the matrices A;;, B;, and C}, and the statistical properties of the noise
vectors w; and v;. Yet, the ¢th local detector does not know or measure
the interconnection input u;, and the attack parameters B and uy.
Based on this information, the ith local detector aims to detect whether
Bfu$ # 0. The decisions of the local detectors are then processed by
a decentralized detector, which aims to detect the presence of attacks
against the whole interconnected system based on the local decisions.
Finally, we assume the presence of a centralized detector, which has
access to the measurements y in (3), and knows the matrix A and the
statistical properties of the overall noise vectors w and v. Similar to the
local detectors, the centralized detector does not know or measure the
attack parameters B* and u%, and aims to detect whether B*u® # 0.
We postpone a detailed description of our detectors to Section III.
To conclude this section, note that the decentralized and centralized
detectors have access to the same measurements. Yet, these detectors
differ in their knowledge of the system dynamics, which determines
their performance as explained in Section IV.

Remark 1 (Control input and initial state): Without loss of gener-
ality, known control inputs have been omitted from (2) and (3), because
their effect can always be subtracted from the measurements. Further,
because the detectors do not have any information about the initial
state and attack signals, we let these quantities be deterministic and
unknown. ]

Ill. LOCAL, DECENTRALIZED, AND CENTRALIZED DETECTORS

In this section, we characterize the performance of our local, de-
centralized, and centralized detectors as a function of the available
measurements and system knowledge. To this aim, let 7" > 0 be an
arbitrary time horizon and define the vectors

= e - v @

the measurements available to detector z, and

) ®

which contains the measurements of the centralized detector. Local and
centralized detectors perform three operations:
1) collect measurements as in (4) and (5), respectively;
2) process the measurements to filter unknown variables;
3) perform statistical hypotheses testing to detect attacks (locally or
globally) using the processed measurements.

The decisions of the local detectors are then used by the decentralized
detector, which triggers an alarm if any of the local detectors does so.
We next characterize how the detectors process their measurements and
perform attack detection.

A. Processing of Measurements

The measurements (4) and (5) depend on parameters that are un-
known to the detectors, namely, the system initial state and the inter-
connection signal (although the process and measurement noises are
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also unknown, the detectors know their statistical properties). Thus,
to test for the presence of attacks, the detectors first process the mea-
surement to eliminate their dependency on the unknown parameters.
Using (1) and (2), define the ith observability matrix and the 7th attack,
interconnection, and noise forced response matrices as

Ci A C; B¢ .0
0= : I = : :
C; AL C;AL-'Bg C;B¢
CiB; 0 C; o 0
e N .
C; AL B, CiB; C ALY . G

Analogously, using (3), define the matrices O, F.’, and F.’ as above
by replacing A;, B{, and C; with A, B¢, and C, respectively. The
measurements (4) and (5) can be written as

Y, = 0,2:(0) + FUU, + FoUS + F*W; +V, ©)
Y, =0.2(0) + FLU* + FXW 4+ V @)
where U; = [u](0) w](1) --- u](T — 1)]". The vectors UZ, U,

Wi, and W are the time-aggregated signals of u{, u®, w;, and

w, respectively, and are defined similarly to U,;. Instead, V; =
PI(1) ©f(2) --- o] (T)]", and V is defined similarly to V;. To
eliminate the dependency from the unknown variables, let V; and N,
be bases of the left null spaces of the matrices [O; F!] and O,

respectively, and define the processed measurements as
Yo = NiY; = N [FPUf + FWi + Vi)
Y, = N, Y. = N, [FeU* + F*W + V] ®)

where the expressions for )72 and i follows from (6) and (7). Notice
that, in the absence of attacks (U = 0), the measurements Y; and Y,
depend only on the system noise. Instead, in the presence of attacks,
such measurements also depend on the attack vector, which may leave a
signature for the detectors. It should be noticed that Im(B¢") C Im(B;)
implies N; F{* = 0. Thus, the processed measurements do not depend
on the attack, and our local detection technique cannot be successful
against attacks that satisfy this condition. We now characterize the
statistical properties of Y; and Y. (recall that the attack is a deterministic
and unknown vector).

Lemma 3.1 (Statistical properties of the processed measurements):
The processed measurements Y; and Y, satisfy

Vi ~ N (8i,%:), and Y, ~ N (B, 2. )
where 8; = N; FAUSZ, B = N . F2U* and
Si = N; [(F) (Ir © 0,) (F)" + (I @ 2,,)| N

Se= N [(F) (Ur @ T0) (F) + (Ir @) N (10)

A proof of Lemma 3.1 is postponed to the Appendix. From Lemma
3.1, the mean vectors [3; and 5. depend on the attack vector, while the
covariance matrices Y; and Y., which are invertible because N; and

2Throughout the article, we assume that the matrices IV; and N, are nonzero
and of full rank. In general, while N, can be always made nonzero for a
sufficiently large horizon 7', N; depends on the number and location of the
interconnection signals and sensors. When N; (resp. N.) is zero, the detection
technique developed in the article for the ith subsystem cannot be successful.

N, are assumed to be of full rank, are independent of the attack. Hence,
we develop a detection mechanism based on the mean of the processed
measurements.

B. Statistical Hypothesis Testing Framework

In this section, we detail our attack detection mechanism, which
we assume to be the same for all local and centralized detectors, and
we characterize its false alarm and detection probabilities. We start by
analyzing the test procedure of the ¢th local detector. Let H be the null
hypothesis, where /3; = 0 and the system is not under attack, and let
H, be the alternative hypothesis, where 8; # 0 and the system is under
attack. To decide which hypothesis is true or, equivalently, whether the
mean value of the processed measurements is zero, we resort to the
generalized log-likelihood ratio test (GLRT)

~ ~ Hj
A UTy-1
A2YTSTY, 2o
Ho

an

where the threshold 7; > 0 is selected based on the desired false alarm
probability of the test (11) [17]. For a statistical hypothesis testing
problem, the false alarm probability equals the probability of deciding
for H; when H is true, while the detection probability equals the
probability of deciding for /11 when H is true. While the former is used
for tuning the threshold, the latter is used for measuring the performance
of the test. Formally, the false alarm and detection probabilities of
(11) are given by PF" = Pr[A; > 7;|Ho] and PP = Pr[A; > 7;|Hy],
respectively. Similarly, the centralized detector test is defined as
~ ~ Hy
A2YSY, 2 7,

c c
Ho

12)

where 7. > Ois apreselected threshold, and its false alarm and detection
probabilities are denoted as PF" and PP.

Lemma 3.2 (False alarm and detection probabilities of local and
centralized detectors): The false alarm and the detection probabilities
of the tests (11) and (12) are, respectively,

PiF = Q(Ti;pivo)v PiD = Q(TﬁPu)w)

Pl =Q(7e;p,0), PP = Q(7eipes he) (13)
where
p; = Rank(%;), p. = Rank(X,.)
i = (USTM(UP), he = (UM (U®) (14)

M, = (NFOTE (NF2), M, = (NF2) TS (NF2).

Lemma 3.2, whose proof is postponed to the Appendix, allows us
to compute the false alarm and detection probabilities of the detectors
using the decision thresholds, the system parameters, and the attack
vector. Moreover, for fixed Pf" and PF, the detection thresholds are
computed as 7. = Q1 (PF;p.,0) and 7; = Q1 (PF;ps,0), where
Q1() is the inverse of the complementary of a central chi-squared
distribution. The parameters p;, p. and A;, A, in Lemma 3.2 are the
degrees-of-freedom and noncentrality parameters.

Remark 2 (System theoretic interpretation of the detection prob-
ability parameters): The degrees-of-freedom and the noncentrality
parameters quantify the knowledge of the detectors about the system
dynamics and the energy of the attack signal contained in the processed
measurements.

Degrees-of-freedom: The detection and false alarm probabilities are
increasing functions of p;, because the ) function in (13) is an increas-
ing function of p;. Thus, increasing p; by, for instance, increasing the
number of sensors or the horizon 7', may not lead to an improvement
of the detector performance.
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Noncentrality parameter: The noncentrality parameter measures the
energy of the attack signal contained in the processed measurements. In
the literature of communication and signal processing, the noncentrality
parameter is often referred to as signal-to-noise ratio (SNR) [17]. For
fixed 7; and p;, the detection probability increases monotonically with
Mi, and approaches the false alarm probability as X; tends to zero.

Decision threshold: For fixed A; and p;, the detection and false alarm
probabilities decrease monotonically with the threshold 7;. This is due
to the fact that the complementary CDFs, which define the detection
and false alarm probabilities, are decreasing functions of 7;. As we
show later, because of the contrasting behaviors of the detection and
false alarm probabilities with respect to all individual parameters, the
decentralized detector can outperform the centralized one. g

We now state a result that provides a relation between the degrees-of-
freedom and the noncentrality parameters of the local and centralized
detectors. This result plays a central role in comparing the performance
of these detectors.

Lemma 3.3 (Degrees-of-freedom and noncentrality parameters):
Let p;, p. and X;, A. be the degrees-of-freedom and noncentrality
parameters of the ¢th and centralized detectors. Then, p; < p. and
Ay < hcforallie{1,...,N}.

A proof of Lemma 3.3 is postponed to the Appendix. In other words,
given the interpretation of the degrees-of-freedom and noncentrality
parameters in Remark 2, Lemma 3.3 states that a centralized detector
has more knowledge about the system dynamics (p; < p.) and its
measurements contain a stronger attack signature (A; < A.) than any
of the ith local detector. Despite these properties, we will show that the
decentralized detector can outperform the centralized one.

V. COMPARISON OF CENTRALIZED AND
DECENTRALIZED DETECTORS

In this section, we characterize the detection probabilities of the
decentralized and centralized detectors, and we derive sufficient con-
ditions for each detector to outperform the other. Recall that the decen-
tralized detector triggers an alarm if any of the local detectors detects
an alarm. In other words,

PP =Pr[A; > 7, forsomei € {1,...,N} | H]

Py =Pr[A; > 7, forsomei € {1,...,N} |Hy]  (15)
where Pf and PP denote the false alarm and detection probabilities
of the decentralized detector, respectively.

Lemma 4.1 (Performance of the decentralized detector): The de-
tection and false alarm probabilities in (15) satisfy

N N
PP =1-]](-PP)and P =1-J] (1 - PF).

1=1 1=1

(16)

A proof of Lemma 4.1 is postponed to the Appendix. It can be shown
that, when P/ = P/ foralli,j € {1,..., N}, P} increases with P}
and N. To allow for a fair comparison of the detectors, we assume that
PF = PF_Consequently, for a fixed PF, the probabilities P/ satisfy
szl_Hf\;1(1_PiF)-

Theorem 4.2 (Sufficient condition for PP > PP): Let PI' = PF,
and let the following condition be satisfied:

Te < Do+ he — \/4N(pc +2x)In(1—-PR)" (17

where PP = max{PP,..., P2}. Then, PP > PP.
A proof of Theorem 4.2 is postponed to the Appendix. We next derive

a sufficient condition for the opposite behavior.

21 21
1z 1z e + Kgog + ng
g g
ot ot
o =}
] ]
kS| bS]
& &

0 ! 0

0 He 100 0 He 100
threshold threshold
(@) (b)

Fig. 1. Probability density function of A. under H;, as a function of

threshold 7. For 7. = pic — keoe and 7 = pe + Kqgoq + o3, the shaded
area in panels (a) and (b) indicates the detection probability of the
centralized detector. As seen in panels (a) and (b), an increase in k.
results in larger area (larger detection probability) while an increase in
kq results in smaller area (smaller detection probability).

Theorem 4.3 (Sufficient condition for PP > PP): Let P = PF,
and let the following condition be satisfied:

T > et e+ /A (e + 2h) In (1 (1— PRN)

+2In(1-(1-P2)N)™! (18)

where PR = min{PP,..., PP}. Then, PP > PP.

A proof of Theorem 4.2 is postponed to the Appendix. Theorems 4.2
and 4.3 provide sufficient conditions on the detectors and attack param-
eters that result in one detector outperforming the other. From (17) and
(18), we note that, depending on decision threshold 7., a centralized
detector may or may not outperform a decentralized detector. This
can be expected, as the @) function, which quantifies the detection
probability, is a decreasing function of 7. (see Remark 2).

To clarify the effect of attack and detection parameters on the detec-
tion performance, we express (17) and (18) using the mean and standard
deviation of the test statistic (12). Let it 2 E[A.] = A. + p.and o, 2
SD[A.] = v/2(pe + 2X.), where the expectation and standard devia-
tion (SD) of A, follow from the fact that under Hy, A, ~ x2(pe, Ae)
(see proof of Lemma 3.2). Thus, (17) and (18) can be rewritten as

Te < fte — O \/2N1n(1 — PD )" and (19a)

A
Zke

Te > e + 00 \/2 In(1—(1—PRYNY"' 42 (19b)

A
Zkq

From (19a) and (19b), we note that a centralized detector outperforms
the decentralized one if 7. is k. standard deviations smaller than
the mean p.. Instead, for a decentralized detector to outperform the
centralized detector, 7. should be at least x4 standard deviations larger
than the mean p.. See also Fig. 1.

Theorems 4.2 and 4.3 are illustrated in Fig. 2 as a function of
the noncentrality parameters. It can be observed that (i) each of the
detectors can outperform the other depending on the values of the
noncentrality parameter, (ii) the provided bounds qualitatively capture
the actual performance of the centralized and decentralized detectors
as the noncentrality parameters increase, and (iii) the provided bounds
are rather tight over a large range of noncentrality parameters. It can
also be shown that the difference of the centralized and decentralized
detection probabilities can be large, especially when the noncentrality
parameters are small and satisfy A. ~ A;.
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Fig. 2. This figure shows when the decentralized, comprising identical

local detectors, and centralized detectors outperform their counterpart,
as a function of the noncentrality parameters. The regions identified
by solid markers correspond to the conditions in Theorems 4.2 and
4.3. Instead, regions identified by empty markers are identified numer-
ically. Since 1; < 1., the white region (top left) is not admissible. For
a fixed P = PI" =0.01, (a) corresponds to the case of N =2 and
(b) corresponds to the case of N = 4. When N = 4, the decentralized
detector outperforms the centralized one for a larger set of noncentrality
parameters.

=y

—_

ey ey
: :
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2 2
2.0.5 20.5
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£ g
§ /|—centralized detector § —centralized detector
g5} e decentralized detector < V| decentralized detector
< 0 <0
0 200 400 600 0 200 400 600
attack parameter (6) attack parameter (6)
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4 E — AR O R
+ 54 =66 HethgTethy
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[
52 64
0 200 400 600 0 200 400 600
attack parameter (6) attack parameter (6)
© (d)
Fig. 3. Scenarios in which the centralized detector outperforms the

decentralized detector (a), and vice versa (b), on the IEEE RTS-96
power network, for a range of attack parameter (0) values. In panels (c)
and (d), we plot the right- (solid line) and left-hand expressions (dashed
line) of inequalities (19a) and (19b), respectively, as a function of 6. For
attacks such that the time horizon 7' = 100 s and 6 > 200, the sufficient
condition (19a) holds true, it guarantees that P > PP Instead, when
T =125 s and 0 < 500, the sufficient condition (19b) holds true, it
guarantees that P > PP The inequality should be PP < PP,

Remark 3 (Detectors’ performance and lack of uniformly most
powerful (UMP) test): The GLRT is likely not a UMP test for our
simple vs. composite attack detection problem and, in fact, a UMP test
likely does not exist in this case. To see this, notice that a UMP test does
not exist even when the attack vector has length 1; see [17]. Due to the
lack of a UMP test for our attack detection problem, the decentralized
detector outperforms the centralized one in some cases, even though
the latter has more knowledge about the system. Finally, our findings
are specific to the considered detectors, and different tradeoffs can be
obtained for different detection schemes. ]

V. NUMERICAL COMPARISON OF CENTRALIZED AND
DECENTRALIZED DETECTORS

In this section, we demonstrate our theoretical findings on the IEEE
RTS-96 power network model [18], which we partition into three
subregions as shown in [19]. We followed the approach in [19] to obtain
alinear time-invariant model of the power network, and then discretized
it using a sampling time of 0.01 s. For PI" = PI" = 0.05, we consider

the family of attacks U* = 4/6/(1TM_.1)1, where 1 is the vector of all
ones and # > 0.Itcan be shown that the noncentrality parameters satisfy
he =0 and A; = (1T M;1)/(1TM_1) and, moreover, the choice of
vector 1 is arbitrary and it does not affect the following results.
(Illustration of Theorem 4.2): For the measurement horizon of
T = 100 s, the values of p. and 7. are 5130 and 5480.6, respectively.
Fig. 3 shows that the detection probabilities of the centralized and de-
centralized detectors increase monotonically with the attack parameter
0. As predicted by the sufficient condition (19a) and shown in Fig. 3,
the centralized detector is guaranteed to outperform the decentralized
detector when 6 > 173. This figure also shows that our condition is
conservative, because PP > PP for all values of 0, as shown in Fig. 3.
(Illustration of Theorem 4.3): Contrary to the previous example,
by letting 7" = 125 s, we obtain p. = 6755 and 7. = 6947.3. For
these parameters, the decentralized detector is guaranteed to outperform
the centralized one when ¢ < 511. This behavior is predicted by our
sufficient condition (19b), and is illustrated in Fig. 3. The estimation
provided by our condition (19b) is conservative, as illustrated in Fig. 3.

VI. CONCLUSION

In this article, we compare the performance of GLRT-based central-
ized and decentralized schemes for the detection of attacks in stochastic
interconnected systems. In addition to quantifying the performance of
each detector, we prove the counterintuitive result that the decentralized
scheme can, at times, outperform its centralized counterpart, and that
this behavior is due to the simple versus composite nature of the attack
detection problem. We remark that this result holds for the proposed
detectors. We illustrate our findings through academic examples and a
case study based on the IEEE RTS-96 power system. Several questions
remain of interest for future investigation, including the characterization
of optimal detection schemes, an analytical comparison of the degra-
dation induced by undetectable attacks as a function of the detection
scheme, and the analysis of iterative detection strategies.

APPENDIX

Proof of Lemma 3.1: Since the vectors U and U® are determin-
istic, and W;, V;, V, and W are zero mean random vectors, due to
linearity, it follows from (8) that

B £E[Y] = N,F{UY and 5. £ E[Y,] = N.F¢ U
Further, from the properties of Cov|-], we have the following:
3, £ Cov [)7,] = N;Cov [Y;] N]
= N; [Cov [F*W;] 4 Cov[Vi]] NJ
L N; [(F) Cov Wil (F)T + CovlVi] | N
= N [(F) (I © 20,) (F)T + (I © 2,,)| N]

where (a) and (b) follow because the measurement and process noises
are i.i.d. Similar analysis also results in the expression of X.. Finally,
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)~Q and 176 are Gaussian because they are result of linear transformation

of the Gaussian vectors. |

Proof of Lemma 3.2: From the statistics and distributional form of

Yi and Y, [see (9)], and threshold tests defined in (11) and (12), it
follows from [20, Th 3.3.3] that:

1) under the hypothesis Ho, A; ~ x%(p;) and A. ~ x?(p.), where

p; and p. are defined in (14);
2) under the hypothesis Hy, A; ~ x2(pi, »;) and A, ~ X% (pe, Ae),
where A; = BI%7!8; and A, = BIX14..

By substituting 8; = N; 72U and 8, = N . FSUZ (see Lemma3.1)
and rearranging the terms, we get the expressions of A; and 1. in (14).
Finally, from the distributional forms of A; and A, it now follows
that the false alarm and the detection probabilities of (11) and (12)
are the right tail probabilities of the central and noncentral chi-squared
distributions, respectively. Hence, the expressions in (13) follows. W

Proof of Lemma 3.3: Without loss of generality let 7 = 1. Thus, it
suffices to show that a) p; < p.and b) A; < A..

Case (a): Let

= [(F) (Ur @ 20,) (F) + (Ir ©5,,)] >0

= [E) ez (F +Urez)] >0 @)
From Lemmas 3.1, 3.2, and (20), we have p. = Rank(X.)=
Rank(N,X/2) = Rank(N,), and, p; = Rank(NN; ). Since NT and N
are a basis vectors of the null spaces N, 1L and . CL [see (31)], respec-
tively, from Proposition A.1, p; < pa.

Case (b):

Step 1 (alternative form of Ay and X.): From (14), A1 and A. can
be expressed as 813,53, and BT 3., respectively, where (1, fe,
311, and X, that are obtained using expressions in (8), are defined in
Lemma 3.1. However, these parameters can be obtained using permuted
representation of Y, (5). To see this, consider ith sensor measurements
of (3)

Ye,i(k) = Ceix(k) + vi(k)

where C.,=1[0 --- C; --- 0]. Let
y! . (T)]". Then, from (21) and (3), we have

2D
Y'c,z = [yz,z(l)

Yei=0cix(0) + F2,U* + FLW 4V, (22)

where O, ;, F¢;, and F; are similar to the matrices defined in Section

II-A. Finally, from (22), it follows that

Yo Oca ]:31 .7:5’1

=] e+ | Ut | s WV
Y. N Oc,n FeN Fn

Ve 0. Fa Fw

lirorn the distributional assumptions on W and V/, it follows that

~ N(O.z(0) + FoUs, %), where ¥ = (F¥)(I7 @ Sy ) (F2)T +
(IT ® Xy).

Now, consider the measurement equation in (1) and note that
Ceix(k) = Ciz;(k). Thus, y;(k) = y.,:(k), for all 7 € {1,. N}
and £ € N. Then, YV; =Y, ; =1I; Y for some matrix II;. Let N =
N;I1; and note that N, ZO = N,O,,;. From Proposition A.1 and Lemma
3.1, Niocyi = 0, and

B 2 E[Y;] = HzE[i}c] = Nif(‘jU“’ and
3, £ Cov]Y;] = IL,Cov[Y,]II] = N;ENT. (23)

Similarly, there exists a permutation matrix ) such that Y, = Q?C,
and, ultimately, Y. = N.Y,. = N_.QY.. Thus,

B = NeQFLU®, and ¥, = N.QS(N.Q)". (24)

Letz = ]?g U®. From (23) and (24), we have

P~ 71
A= 2TNT [NlENlT ] Niz and
T T Tt
he =2 (NQ)T [(NQENQT] Nz 29)
which are the required alternative forms for A and A, in (14)*

Step 2 (lower bound on A.): Since ZC = N.Y. = N.QY., N.Q

is the basis of the null space of O.. Further, the row vec-
tors of O.; and O, ; are linearly independent whenever i # j.
Using these facts, we can define N.; =[N}, N2 such
that N.Q = [N], NINIT, where N7 ,O.; =0. Let P, =
[(Neo)T -+ (Nen)T]" and note that

=
[Nc,l Pl}E[NL PlT} _ [ TS1 N¢ 1 2P

’ N XP R

(NeQ)S(Ne@)T

where 51 = N1 XN/ | and R = P[XP;. Since ¥ > 0, S1 and R are
invertible, and hence, there exists X > 0 such that

St 0
(V@)= (V)] Lox e
Let X = E“ 212} such that X1; > 0 and Y55 > 0, and define S, =
(Nc,l)Eu(NC, )T. By substituting N, ; = [Nc,l C’1] in Sy,
by means of Schur’s complement, it follows that
(531 0
Sit=|"2 +Y 27
1 0 o 27

where Y > 0. Substituting (26) and (27) into (25), we have

—1 7]
ho = 2T(N.Q)T ﬁ; o (V.Q)z + T NQTX(N.Q):
_ .
T T S;l 0 NCJZ
> [(Neaz)' (Pr2)'] { 0 0| Pz

Syt 0

=21 (N )T
N

} (Nea)z + 2T (Neyt) Y (Ne )2
—_—

>0

Nl T 71N1
ZZT ( c,l) 52 c,1 0 2 (28)
0 0
Instead, A1 in (25) can be shown to satisfy
NT[NiSuNTT'N, 0
xlzzT[l[lls i m ol (29)

where we used the fact that N 1 = Nq11;.

Step 3 (show A. > X1 using the lower bound (28)): To ensure
the inequality A. > A1, from (28) and (29), it suffices to show that
(N!))TS;'NE, > NJ[N1 X1y N{| "' Ny. From Proposition A.1, we
note that, there exists a full row rank matrix F; such that Ny = F; N, 6171
Since F is a full column rank matrix, define the invertible matrix
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FT 2 [FT M]], where M forms a basis of the null space of F}, such
that

FIS2F1 Flng

T B
My SoF) My Ss M|

ﬁﬁ@ﬁrﬁzﬁ
N———

-1
Sy

where the inverse term on the right-hand side satisfies

(FRSFT) ™ 0

+
0 0

FS.FT  FSMT |
M, Sy FT My Sy M

\(\é <N

By the above identities, it follows that

- [(FSF) ™ 0] =~ -
Syt =FT (F 201) 0 Fy\+F ZF,. (30)

Let Z, 2 (F,N},)TZ(FyN},) > 0, and now consider

™' oo

S ~
(1 2 . F1N3,1+Zl

0

(31)

(NLD)TS NS = (FN)T

a —1
= (BN )T (RS F) "IN + 72y

LNT [NMEuNT] T N+ 2

where (a) follows because FT = [F M{]], and (b) by substituting S, =

(N!)Z1(N2,)T and Ny = FIN} 1 Since Z; > 0, it follows that

(N2)TS; N2y > NY[Ny X1 N{| "' Ny, whichimplies that A > A1,

as required. |
Proof of Lemma 4.1: Let &; be an event that the ith local detector

decides H, when Hy is true. Then, PF" = Pr[&;]. Let £ be the

complement of [E;. Then, from (15), we have

P —pr (CJ gi> —1-Pr <ﬂ gﬂ> @, _ f[lPr (EP)

=1 =1
N

=1-Jla-pPrEp=1-T[(1-P")

i=1 i=1

where (a) follows because &;’s are mutually independent for all
i €{1,...N}. To see this fact, notice that & depends only on ﬁ
[see (8)]. Further, 171 depends on the nonrandom attack U/ and the
noise vectors V; and W, but not on the interconnection signal U; [see
(6)]. Since, V; and W; across subsystems are independent, &; are also
mutually independent. A similar procedure will lead to the expression
for PP. u

Proof of Theorem 4.2: Let pi.=p. + *e and 0. =+/2(pe + 2A¢),
and assume that (17) holds true. Then,

Pr{A. <7.]<Pr |:A < e — Uc\/QNln(l max)71:| .

Since A. ~ X2 (e, pe), from the inequality (34b), we have
- P27

= exp (ln (1 max ) ﬁ 1— PD
i=1

Pr{A. <7 <exp (len (1

where we used the fact that PP < PP for all i. By using the above

inequality and Lemma 3.2, under hypothesis H,

N
PP =1-Pr[A.<7m|Hi]>1-]][(1-PP)=Pp.

i=1

|
Proof of Theorem 4.3: Let p.=p. + Ae and o.=+/2(pc + 2A¢),
and assume that (18) holds true. Then,
Pr[A. < 7] > Pr [Ac < et oo /2n (1= (1— PRV
+2mn (1- (1= PR
Since A. ~ x2(Ae, Pe), from the inequality (34a), we have
1- PP =Pr[A. <7 Zl—exp(—ln(l (1—PR)N) )
N
>[[a-PP)=1-Pp.
i=1
[ |

Proposition A.1: Let O; and F}* be the observability and impulse
response matrices defined in (6). Define

NE = {z T [Oi ]—"i“] = 0} and

./\/'CLZ ={z: 210, = 0} (31)
where O, ; = [(C.;A)T (CeiAT)TIT and C.y = [0
C; -+ 0]. Then, N} C NCLl C NE foralli € {1,..., N}, where

= Uf\]=1 NcL,z
Proof: Without loss of generality, let i = 1. By definition, the inclu-
sion V. Ll C NListrivial. For the other inclusion, consider an auxiliary
systemz(k + 1) = Az(k). Letz(k) = [z](k) ul(k)]T, where z, (k)
and u; (k) are the state and the interconnection signal of subsystem 1.
Also, let

A B
by 32)
Br  An

Then, the state z(k + 1) is decomposedintox; (k + 1) = Ajy21 (k) +

Biuy (k) and uy(k+1) = Allul (k) + Elml(k). By letting C; =
[ClAll ClBl], it follows that
ul(k — 1)
k-1

= CiAL @1 (0)+ > C1AY 7 Brua (5)

Jj=0

O A*2(0) = [Cl o] AAR12(0) = Cy

(33)

where the second, third, and fourth equalities follow from (32), system
z(k + 1) = Az(k), and the decomposition equations, respectively. By
invoking definition of O, ; in (33), we have
T

O12(0) = 12, (0) + F [u{ (0) Wl (T — 1)] .

Let z be any vector such that 27 [(f)1 }-}L] — 07 Then, 2 also satisfies
zTOC,l = 0", which implies N} C /\/ijl' -
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Lemma A.2 (Upper bound on PP): Let p; and A; be defined as
in (14), and 7; be defined as in (11). Let pyn, = vazl Dis Aqum =
SN, Aiyand Tpin = ming <,y 7;. Then, PP < Pr[Sy > Ty, where
Sa ~ X2 (psum7 )\sum)- _ B

Proof: Consider the events V; = {Y;'S;'Y; > 7;}, for all i €
{1,...,N},and V = {3V YTS;'Y; > 7o} The event V; is as-
sociated with the ith local detector’s threshold test. By observing that
UN, V, CV, the inequality PP 2 Pr[JY, Vi|H,] < Pr[V|H,] is
obvious. Now, from the reproducibility property of the noncentral chi-
squared distribution [21], it now follows that Zi\[:1 ﬁTEi’lﬁ- equals
Sy in distribution and, hence, Pr[V|H;] = Pr[Sy > Tuin]. [ ]

Lemma A.3 (Tight bounds on the tails of x*(p,))): Let Y ~
X2(p,A), p=p+ A, 0=+/2(p+21).Forall z > 0,

Pr [Y > p+oV2 + 2w} < exp(—z) (34a)
Pr [Y <p-o 24 < exp(—z) (34b)
Proof: See [22]. |

REFERENCES

[1] F. Pasqualetti, F. Dorfler, and F. Bullo, “Attack detection and identification
in cyber-physical systems,” IEEE Trans. Autom. Control, vol. 58, no. 11,
pp. 2715-2729, Nov. 2013.

[2] Y. Z. Lun, A. D’Innocenzo, F. Smarra, I. Malavolta, and M. D. D.
Benedetto, “State of the art of cyber-physical systems security: An auto-
matic control perspective,” J. Syst. Softw., vol. 149, no. 2019, pp. 174-216,
2019.

[3] J. Giraldo et al., “A survey of physics-based attack detection in
cyber-physical systems,” ACM Comput. Surveys, vol. 51, no. 4, p. 76,
2018.

[4] H. Fawzi, P. Tabuada, and S. Diggavi, “Secure estimation and control for
cyber-physical systems under adversarial attacks,” IEEE Trans. Autom.
Control, vol. 59, no. 6, pp. 1454-1467, Jun. 2014.

[5] S. Sridhar and M. Govindarasu, “Model-based attack detection and miti-
gation for automatic generation control,” IEEE Trans. Smart Grid, vol. 5,
no. 2, pp. 580-591, Mar. 2014.

[6] L. Liu, M. Esmalifalak, Q. Ding, V. A. Emesih, and Z. Han, “Detecting
false data injection attacks on power grid by sparse optimization,” IEEE
Trans. Smart Grid, vol. 5, no. 2, pp. 612-621, Mar. 2014.

[7] Y. Chen, S. Kar, and J. M. FE. Moura, “Dynamic attack detection in cyber-
physical systems with side initial state information,” IEEE Trans. Autom.
Control, vol. 62, no. 9, pp. 4618-4624, Sep. 2017.

[8] F. Dorfler, F. Pasqualetti, and F. Bullo, “Distributed detection of cyber-
physical attacks in power networks: A waveform relaxation approach,”
in Proc. Allerton Conf. Commun. Control Comput., Allerton, IL, USA,
Sep. 2011, pp. 1486-1491.

[9] H. Nishino and H. Ishii, “Distributed detection of cyber attacks and
faults for power systems,” IFAC Proc. Volumes, vol. 47, no. 3, pp. 1932—
11937, 2014.

[10] J. Zhao and L. Mili, “Power system robust decentralized dynamic state
estimation based on multiple hypothesis testing,” IEEE Trans. Power Syst.,
vol. 33, no. 4, pp. 4553-4562, Jul. 2018.

[11] R.R.Tenneyand N.R. Sandell, “Detection with distributed sensors,” I[EEE
Trans. Aerosp. Electron. Syst., vol. AES-17, no. 4, pp. 501-510, Jul. 1981.

[12] J. Chamberland and V. V. Veeravalli, “Decentralized detection in sensor
networks,” IEEE Trans. Signal Process., vol. 51, no. 2, pp. 407-416,
Feb. 2003.

[13] S. Appadwedula, V. V. Veeravalli, and D. L. Jones, “Energy-efficient
detection in sensor networks,” IEEE J. Sel. Areas Commun., vol. 23, no. 4,
pp. 693-702, Apr. 2005.

[14] V. Reppa, M. M. Polycarpou, and C. G. Panayiotou, “Distributed sensor
fault diagnosis for a network of interconnected cyberphysical systems,”
IEEE Trans. Control Netw. Syst., vol. 2, no. 1, pp. 11-23, Mar. 2015.

[15] I. Shames, A. M. H. Teixeira, H. Sandberg, and K. H. Johansson, “Dis-
tributed fault detection for interconnected second-order systems,” Auto-
matica, vol. 47, no. 12, pp. 2757-2764, 2011.

[16] R. M. G. Ferrari, T. Parisini, and M. M. Polycarpou, “Distributed fault
detection and isolation of large-scale discrete-time nonlinear systems: An
adaptive approximation approach,” IEEE Trans. Autom. Control, vol. 57,
no. 2, pp. 275-290, Feb. 2012.

[17] H. V.Poor, An Introduction to Signal Detection and Estimation. New York,
NY, USA: Springer-Verlag 1994.

[18] C. Grigg et al., “The IEEE reliability test system-1996. A report prepared
by the reliability test system task force of the application of probability
methods subcommittee,” I[EEE Trans. Power Syst., vol. 14,no. 3, pp. 1010-
1020, Aug. 1999.

[19] F. Dorfler, F. Pasqualetti, and F. Bullo, “Continuous-time distributed ob-
servers with discrete communication,” IEEE J. Sel. Topics Signal Process.,
vol. 7, no. 2, pp. 296-304, Apr. 2013.

[20] T. Anderson, An Introduction to Multivariate Statistical Analysis. New
York, NY, USA: Wiley, 1958.

[21] N. L. Johnson, S. Kotz, and N. Balakrishnan, Continuous Univariate
Distributions, vol. 2. Hoboken, NJ, USA: Wiley & Sons, 1995.

[22] L. Birgé, “An alternative point of view on Lepski’s method,” Inst. Math.
Statist., vol. 36, pp. 113-133, 2001.

Authorized licensed use limited to: Univ of Calif Riverside. Downloaded on August 31,2020 at 22:41:51 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


